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Workshop 1

Web Application Hacking

This is a revolutionary web application hacking workshop with complete hands-on experience, covering the entire
process of hacking web applications inside out.

The workshop aims to provide developers and programmers the best understanding on web application security, with
in depth experimentation on the important aspects in web application such as application mapping authentication,
access control, Injection flaws and advancad exploitation.

Participants learn the essential knowledge on web application security testing and all the advanced technigues for
finding and countermeasures security threats in applications.

Scope of Training Includes:

« Anatomy of cross-site scripting attack

* S0L Injection vs Oracle, MySQL and MS5QL

+ Authenticating the non-authenticable

= Interpreting the injections (LDAFR, XPath, SOAF and other injection)

« And more,,.
Who Should Attend Pre-Requisite
This cutting-edge. hands-on workshop is aimed at Information Students should be familiar with the following web technologies and
Security Professionals who want to learn in-depth about web programming languages:
application exploits and how to defend them. « HTTF
« HTML
Lab requirement :ﬁfmnpt
A working  laptop  with  the following hardware/software s B
requirements: . 5QL
* Pentium IV or better processor = At least 1 GB RAM
+ 10 GEB free hard drive space » Wireless capability Each student must bring his own laptop with Windows XP/Vista or a
« CD/DVD drive = Windows XP recent Linux distribution such as:
« Microsoft Office = Adobe Acrobat Reader * Fedora
+ Machines should NOT contain any personal or company data « RHEL
* Gentoo
* Lbuntu

For more information, please contact VenPing @ (603) 7665 0911 or e-mail to enquiry@eccouncilapac.org
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